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Disclaimer

Spielberg Solutions GmbH makes no representation or warranties with respect to the
contents or use of this document and specifically disclaims any express or implied
warranties of merchantability or fitness for any particular purpose. Further, Spielberg
Solutions GmbH reserves the right to revise this publication and to make changes to its
content, at any time, without obligation to notify any person or entity of such revisions or
changes.

Further, Spielberg Solutions GmbH makes no representations or warranties with respect to
any FileDirector software, and specifically disclaims any express or implied warranties of
merchantability or fitness for any particular purpose. Further, Spielberg Solutions GmbH
reserves the right to make changes to any or all parts of FileDirector software, at any time,
without obligation to notify any person or entity of such changes.

Copyright
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Software Licence Agreement

IMPORTANT: Read this agreement before installing FileDirector. By installing FileDirector you are deemed to agree to be bound by
this agreement.

This licence agreement is a legal document between you and Spielberg Solutions GmbH. If you do not agree to the terms of this
agreement return the software CD and accompanying documentation (the "Documentation”) and other items to the place from where
you obtained them for a refund before they are marked or damaged in any way.

In consideration of the right to use the Software you agree to abide by the terms and conditions of this agreement.
GRANT OF LICENCE
The Software consists of the software modules by:

Spielberg Solutions GmbH, a German public listed company having its place of business at Obere Kaiserswerther Str. 17, 47249
Duisburg, Germany ("Spielberg");

Microsoft Corp., a Washington Corporation having its place of business at 1 Microsoft Way, Redmond, WA 98052-6399, USA
("Microsoft");

MICROPLEX Trading GmbH, a German Company having its place of business at Leipziger Chaussee 191g, 06112 Halle, Germany
("Microplex");

Kofax Inc.., a Californian Company having its place of business at 15211 Laguna Canyon Road, Irvine, CA 92618-3146, USA ("Kofax;");

Developer Express Inc., a Nevada company having its place of business at 6340 Mcleod Dr. Suitel, Las Vegas, NV 89120, USA
("DevExpress");

Dell EMC Corporation, a Massachusetts company having its place of business at 176 South Street, Hopkinton, Massachusetts 01748,
USA ("EMC");

Oracle Corporation, a Californian company having its place of business at 500 Oracle Parkway, M/S 50p7, Redwood Shores, California
94065, USA ("Oracle™;

PDFTron Systems Inc., a British Columbia corporation, having offices at 838 West Hastings Street, Suite 500, Vancouver, British
Columbia, V6C 0A6, Canada ("PDFTron").

The software consists also of Open Source modules, listed below:

Software, which is based in part on the work of the Independent JPEG Group.

Cryptographic software written by Eric Young (eay@cryptsoft.com).

It uses the Freelmage open source image library. See http://freeimage.sourceforge.net for details.
Freelmage is used under the Freelmage Public License (FIPL) version 1.0.

LibTIFF Copyright (c) 1988-1997 Sam Leffler

LibTIFF Copyright (c) 1991-1997 Silicon Graphics, Inc.

LibTIFF: Permission to use, copy, modify, distribute, and sell this software and its documentation for any purpose is hereby granted
without fee, provided that (i) the above copyright notices and this permission notice appear in all copies of the software and related
documentation, and (i) the names of Sam Leffler and Silicon Graphics may not be used in any advertising or publicity relating to the
software without the specific, prior written permission of Sam Leffler and Silicon Graphics.

You understand and acknowledge that any software module included in the Software may have utility with or be able to be called by
other software and/or hardware, which Spielberg considers to be an unauthorised use of the Software. Accordingly, you agree that
you will use such software modules only as part of the Software and not in conjunction with, or as part of, or as a component of other
software and/or hardware which makes calls to such software modules.

Spielberg grants you the personal non-exclusive rights:

For a single-user version of the Software, to install and use the Software for internal purposes only on a single computer (the Software
is considered in use when it is installed in the temporary memory, i.e. RAM, or the permanent memory, i.e. Hard Disk Drive).

For a multi-user version of the Software, to install and use the Software for internal purposes only for the number of computers or
simultaneous users identified in the Installation Configuration sheet of the Software package (for example, if you have purchased a
5-User licence you may install the Software for simultaneous use by up to 5 Users on a network).

BACKUP COPY

You may make whatever copies you deem appropriate from the FileDirector "delivery” Compact Disc, the Programs, Example Files
and any other promotional material that may be included thereon. The Application Manual, or any part thereof, may be reproduced in
sufficient quantity to support only the number of users licenced to you and no more. You must reproduce and include on the backup
copy the copyright notice and other ownership or proprietary legends that are on the original copy of the Software.

You may NOT make or attempt to make any copy whatsoever of the FileDirector Licence. ANY ATTEMPT TO COPY, TRANSFER OR
RESTORE THE LICENCE MAY CORRUPT THE ENABLING LICENCE. The Licence, once enabled, represents the full purchase value of
the licence to use the FileDirector Software. The enabled Licence can be manipulated ONLY by the commands within the FileDirector
application.



RESTRICTIONS

You may not market, distribute or transfer the Software or the Documentation to others, or electronically transfer the Software from
one computer to another over a network except as expressly provided herein.

You may not de-compile, reverse engineer, disassemble or otherwise reduce the code of the Software to a human perceivable form.

You may not modify, adapt, translate, rent, lease or loan the Software or the Documentation or create derivative works based on the
Software or the Documentation.

OWNERSHIP AND COPYRIGHT

Spielberg, Microsoft, Microplex, Kofax, DevExpress, PDFTron and Pixel reserve all rights to their respective software modules of the
Software and the Documentation. The Software and the Documentation is copyrighted. Unauthorised copying of the Software,
including portions thereof, or the Documentation is expressly forbidden.

EXPORT CONTROL

You agree that the Software and Documentation will not be shipped, transferred or exported into any country or used in any manner
prohibited by the United States Export Administration Act or any other applicable export control laws, restrictions or regulations of
the countries involved.

SUPPORT AND UPDATES

Spielberg, Spielberg's subsidiaries or affiliates, their distributors and dealers are not responsible for maintaining or helping you to use
the Software and the Documentation, excepting where agreements have been entered into between specific parties, i.e. Spielberg:
Distributor, Distributor: Dealer, Dealer: End User.

No updates, fixes or support will be made available for the Software and Documentation other than by publishing such revisions on
the Spielberg web site: http://www.spielberg.de or http://www filedirector.com

Any updates, fixes or support will be made available on the said web site solely at the discretion of Spielberg, who is under no
obligation whatsoever so to do.

LIMITED WARRANTY AND DISCLAIMER OF INDEMNITY

Limited Warranty. The Software and documentation is provided "as is" without warranty of any kind, either express or implied,
including, but not limited to implied warranties of merchantability and fitness for a particular purpose. The entire risk as to quality
and performance of the Software and documentations is with you. Should the Software prove defective you (and not Spielberg,
Spielberg's affiliates, their distributors or dealers) assume the entire cost of all necessary servicing, repair or correction. Some states
or jurisdictions no not allow the exclusion of implied warranties, so the above exclusion may not apply to you. This warranty gives
you specific legal rights and you may also have other rights which vary according to state or jurisdiction.

Spielberg, Spielberg's affiliates, their distributors and dealers do not warrant that the functions contained in the Software will meet
your requirements or that the operation of the Software will meet your requirements or that the operation of the Software will be
uninterrupted or error free.

However, Spielberg or Spielberg's affiliates warrants a compact disc or diskette on which the Software is stored to be free from
defects in materials and workmanship under normal use for a period of ninety (90) days from the date you purchased the same, as
evidenced by a receipt or otherwise. Some states or jurisdictions do not allow limitations on duration of an implied warranty, so the
above limitation may not apply to you.

CUSTOMER REMEDIES

Spielberg's entire liability and your exclusive remedy shall be the replacement of the Compact Disc and/or Diskette not meeting the
LIMITED WARRANTY and which is returned to Spielberg or Spielberg's marketing affiliate, Spielberg Solutions Limited, with a copy
of your receipt or otherwise. The LIMITED WARRANTY is void if failure of the Compact Disc has resulted from accident, abuse or
misapplication of the software.

No liability for consequential damages. In no event shall Spielberg, or Spielberg's affiliates, their distributors or dealers be liable for
any damages whatsoever (including without limitation, direct or indirect damages for personal injury, loss of business profits,
business interruption, loss of business information, or other consequential or incidental damages) arising out of the software, the
use thereof or inability to use the software even if Spielberg, Spielberg's affiliates, their distributors or dealers has been advised of the
possibility of such damages. Some states or jurisdictions do not allow the exclusion or limitation of liability for consequential or
incidental damages, so the above limitation may not apply to you.

Disclaimer of indemnity. Spielberg, Spielberg's affiliates, their distributors and dealers shall have no obligation to indemnify you
against any claim or suit brought to you by a third party alleging that the Software or the use thereof infringes any intellectual property
of such third party.

TERM

This agreement is effective upon the installation of FileDirector Server and Client and remains in effect until terminated. You may
terminate this agreement by destroying the Software and any copy thereof. This agreement will also terminate if you fail to comply
with any of the terms of this agreement. In addition to Spielberg enforcing its legal rights, you must then promptly destroy the
Software and any copy thereof.



ACKNOWLEDGEMENT

By selecting the 'Yes, | accept the agreement’ option during the software installation process, you acknowledge that you have read
this agreement, understand it and agree to be bound by its terms and conditions. You further agree that this agreement is the
complete and exclusive statement of agreement between you and Spielberg concerning the subject matter hereof, which supersedes
any proposals or prior agreements, oral or written, and any other communication between you and Spielberg relating to the subject
matter hereof. No amendment to this agreement shall be effective unless signed by a duly authorised representative of Spielberg.

Should you have any questions concerning this agreement, or if you desire to contact Spielberg for any reason, please write to your
authorised supplier requesting that they pass your correspondence to Spielberg Solutions GmbH.
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Basics

Installing FileDirector

Install your FileDirector system, as described in the FileDirector installation guide.

Create a FileDirector Cabinet

&

Clicking on the New Cabinet tool opens a window for the creation of a new Cabinet.

General Properties

In the General tab a name for a cabinet must be entered and a description can be added.

Note:
A distinct name and a clear description of a cabinet will help users working with multiple
cabinets.

Cabinet Level Security

R

Using the Security tab, the groups and users are listed and configured as to who is allowed
to use the Cabinet in FileDirector. Cabinets will only be displayed in EnterpriseManager if the
user has Full control. An administrator or a user that has Full control can configure access
rights for groups and users.

When a Cabinet is created, only the user that created it is granted permissions for the
Cabinet.

§ FileDirector Basics |3
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Create FileDirector Fields

Overview

B
B

FileDirector saves the index data of documents in index fields. Information held in index
fields is used for referencing and the retrieval of documents.

FileDirector allows an unlimited number of index fields to be created in a Cabinet for
document description. These fields can be amended, changed or deleted at any time.

Fields are created globally; they can be used simultaneously in different Document Types.
Because of this internal structure it is very easy to perform a comprehensive search over
different Document Types, if they contain at least one common index field.

Create new field

i

Select Fields within a Cabinet in the left part of FileDirector EnterpriseManager window. Click
the New tool to create a new field.

Create FileDirector Document Types

Overview

In a FileDirector Cabinet, documents are organised and filed in Document Types. Since each
Document Type can be configured individually, it can specifically be modified to the
customers' workflow requirements.

FileDirector allows an unlimited number of Document Types to be created in a Cabinet.
These Document Types can be changed, amended or deleted at any time.

New Document Type

i

Click on the New tool after selecting Document Types and the Document Type configuration
window will open.

Document Type Fields

Once fields are created, they can be used in several Document Types. If that is the case a
search can be performed over more than one Document Type.

§- FileDirector Basics 9
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In the Fields tab select the required fields to be associated with the Document Type from
the total pool of fields available. Clicking Add will display the list of available index fields for
selection.

The fields are displayed in the Windows Client in the order which is specified in the
Document Type setup. The fields selected for the Document Type can be sorted
automatically or manually. Clicking on the A to Z button will sort the field display
alphabetically, alternating between ascending and descending display.

To select the display order manually use Drag and Drop. Select a field press the left mouse
button and move the relevant field to the new position.

New fields can be added, and fields removed from the list. When a field is removed, the next
fields move up one position. The fields can be resorted and rearranged

Document Type Security

On the Security tab, individual access profiles for the relevant Document Type can be
configured. When clicking Add, a list of the available users and groups are displayed for
selection. For each user and group the access rights can be specified in the lower part of
the window by checking boxes Allow or Deny. Using the Remove button, the selected user
or group entry can be removed from the list.

When a Document Type is created, only the user that created it is granted permissions for
the Document Type.

Generally all rights specified on Cabinet level are automatically inherited to Document Type
level. If a new user or group is added by clicking Add, the inherited rights (squares) are
displayed after clicking OK and refreshing this window.

For granting access rights, the user must be specified on Cabinet level because the user
must be able to see the relevant Cabinet to work with it. On Document Type level a denial of
rights can be configured. In order to explicitly deny rights, the check box should be set to
Deny, the removal of the relevant tick is not sufficient.

Audit Trail

FileDirector can be configured to log activities within the system, whether automatic server
activity or user activities. All activities can be listed, and filtered by various parameters such
as Cabinet and user.

Active User displays a list of all users currently using FileDirector.

Audit Trail Configuration

= ,

To configure audit management and the activities to be audited, select the Audit trail icon
and choose the Settings action.

§- FileDirector Basios |10
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Settings Tab

The general settings for the audit trail determine how the audit records are managed, and
the types of events that will be logged.

All audit records are held within the FileDirector general configuration database. Depending
upon what is being audited, and the level of activity within FileDirector, the number of records
within the database can grow to be substantial. FileDirector therefore allows the audit
records to be managed.

Audit records can be removed from the database periodically, determined by one of two
options. You can select to remove 50% of the audit records from the database once a
predefined number of records have been created. Alternatively, all audit records older than
a predefined number of days can be removed.

When Archive Log Files is configured, any audit records removed from the database can be
exported to a defined location. You must ensure that the export location has sufficient
storage space available. You must ensure that you activate this feature if you want the audit
records exported.

Under Event Type to Log, you can specify the types of events that will be recorded, such as
Information, Warnings and/or Error events.

The Purge Log Now button will remove ALL audit records from the database immediately.
If you have selected to archive audit records, the records will be archived prior to being
removed from the database.

Notes:

The audit trail should be periodically managed because all entries are saved in the database
and the database size is increasing. If the export causes a timeout, please read the section
Optimization of SQL-Server performance in the installation guide. The settings should be
made so that only the entries are logged which are really needed.

GDPR compliant log data

FileDirector AuditTrail can be extended by GDPR-compliant entries. These entries are only
created when a Destroy event has taken place.

Note:
For further information also see chapter GDPR.

When Purge log now is selected, an additional prompt is displayed to confirm the purge
action.

Within this window, an option can be ticked to delete also all GDPR-compliant entries.

These entries will only be deleted if the checkbox is ticked.

Note:
For security reasons, the corresponding checkbox is never checked in default and must be
selected explicitly in each case.

§- FileDirector Basics |1
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Display audit trail

After the audit trail has been configured, the database log can be displayed. Double-click on
the Audit icon and an audit display template is displayed.

In the upper part the audit records to be displayed can be filtered by specific Document
Types and users. The date or date range can also be selected.

Select Create list to display the relevant entries

Display archived logs

FileDirector may only hold a limited amount of audit records. It can happen that an entry to
be displayed is not available any more. If you selected to archive audit records, you can
display them by selecting Archived from the Duration drop down

When selecting Create list, a list of log files on the selected archive path is displayed so that
the relevant log file can be selected for display. The stored log files are time stamped.

Format Audit Trail Display

Entries can be grouped by columns by dragging the column header into the Drag a column
header here... section on top of the column headers. To switch grouping off drag the column
header back into the line.

Entries can be sorted alphabetically ascending and descending by clicking on the column
header. The second click toggles the sort order.

Double clicking on an entry of the list opens a window with detailed information. If an entry
Is linked to a document, it is possible to display the document direct in the Windows Client
by clicking the button Show document (WinClient).

Export part of the audit information

In order to export parts from the audit trail select the relevant entries. This can be done after
having sorted the entries in a particular way. After having selected the entries, use Export
list tool in order to export these records into a text file.

Report/Export

In order to export parts from the audit trail select the relevant entries. This can be done after
having sorted the entries in a particular way. The option can be selected either by using the
icon Report/Export from the Action menu bar or from the menu Extended, on the right hand
side, to export the selected AuditTrail information.

§- FileDirector Basics |12
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The following formats are available:
PDF ALS
RTF CSV

Toggle GDPR filter

§

This button allows toggling the list between all event logging entries or, if configured, only
entries of the GDPR-compliant logging. In this case only entries of the type Destroy are
listed.

Cabinets

Overview

B

FileDirector stores documents in Cabinets. These virtual Cabinets are able to store any
document format. There are no limitations set by FileDirector on the size or number of
documents stored.

Multiple Cabinets can be created to store documents. These documents are held in different
Document Types within a Cabinet. It is possible to search for documents in a Cabinet over
all Document Types stored.

GDPR
S

GDPR document types
In tab GDPR, all settings are done to set-up a GDPR compliant FileDirector log.

On the one hand, the tab offers two columns which show the existing document types and
fields of the selected cabinet. The corresponding document types and fields needed for an
extended, GDPR compliant log, can be selected here.

§- FileDirector Cabinets | 13
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On the other hand, the option Purge GDPR log can delete all extended, GDPR compliant
entries of the FileDirector log, without touching other log entries.

GDPR Log

Purge GOPR log

The option Purge GDPR log deletes all GDPR compliant log entries from the FileDirector log.
This option does affect any other log entries.

GDPR log entries are created when a Destroy event has taken place.

L JFileDirector Cabinets 14
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Example

In this example, two different document types are setup — Customer Communication and
General Information. The first document type will be GDPR-relevant and the second
document type will be a standard FileDirector document type without special GDPR settings.

Fields

In this example, three fields are created — Type of Information, Customer Name and
Document Date.

% http: flocalhost/FileDirector How to: Setup GDPR

Structure

Fields Document types Keyword lists

Type of Information

o

Select Fields within a Cabinet in the left part of FileDirector EnterpriseManager window. Click
the New tool to create a new field.

§ FileDirector Example |15
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Settings within General

Settings

Display name: Type of Information

Length: 100

Contains: Any character v

Contains-Extended: EMAIL-From

Description:

Accelerate search

Customer Name

5

Select Fields within a Cabinet in the left part of FileDirector EnterpriseManager window. Click
the New tool to create a new field.

Settings within General

Settings

Display name: Customer Name

Length: 50

Contains: Any character b

Contains-Bxtended: EMAIL-From

Description: GOPR. relevant

Accelerate search

Document Date

5

Select Fields within a Cabinet in the left part of FileDirector EnterpriseManager window. Click
the New tool to create a new field.

§ FileDirector xample | 16
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Settings within General

Settings

Display name: Document Date

Length: 10 o

Contains: Date A
Contains-Bxtended: EMAIL-From

Description:

Accelerate search

Optional: Extended Settings

Field attributes

Automatic actions: Set to system date w

Number of days:

Current counter value: -

Content verification: MNone W

Duplicate index action: MNone W

Fieldprotection Mone W

Overlay (Memo only) X Mone
Document Types

In this example, two document types are created — Customer Communication and General
Information.

Actons

% http: /localhost FileDirector How to: Setup GOPR.

Structure

Fields Document types Keyword lists

§ FileDirector Example |17
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Customer Communication

5

Click on the New tool after selecting Document Types and the Document Type configuration
window will open.

Settings within General

Display name: Customer Communication
Description:
Storage pool: Default Storage Pool W

In the Fields tab select the required fields to be associated with the Document Type from
the total pool of fields available. Clicking Add will display the list of available index fields for
selection.

Gereral | Fields | Security | Views

===
B Hereyoucan select and presort thefields for this document type.

M Descript .
Ame Eseription Choose items to add =N x |
Mame Description
Customer Mame GODPR relevant
Document Date
Type of Information
Ok Cancel
| Add Remove

§ FileDirector Example |18
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General Information

i

Click on the New tool after selecting Document Types and the Document Type configuration
window will open.

Settings within General

Display name: General Information
Description:
Storage pool: Default Storage Pool W

Settings within Fields

In the Fields tab select the required fields to be associated with the Document Type from
the total pool of fields available. Clicking Add will display the list of available index fields for
selection.

§ FileDirector Example | 19
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General | Fields | Security | Wiews

===
ER Here you can select and presort the fields for this document type.

M Descripti .
ame Eseripten Choose items to add =N x |
Mame Description
|:| Customer Mame GOPR relevant

Document Date
Type of Information

oK Cancel

-
|'|_|
(=]
T

| Add |

GDPR Settings

GDPR Tab in Cabinet Configuration

The tab offers two columns which show the existing document types and fields of the
selected cabinet.

In this example, the document type Customer Communication with its corresponding fields
is setup for a GDPR compliant log.

As the document type General Information does not contain any customer data, it is not
selected. See the screenshot, below.

§ FileDirector Example | 20
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GOPR document types
Document type Fields
v*| Customer Communication w'| Customer Name
General Information w'| Document Date
w'| Type of Information
GDPR Log

The option Purge GDPR log deletes all GDPR compliant log entries from the FileDirector log.
This option does affect any other log entries.
GDPR log entries are created when a Destroy event has taken place.

GOPR log

Purge GDPR. log

Audit Trail

In this example, FileDirector AuditTrail does log all events.

Check-in

Three, new documents are checked into the Cabinet How to: Setup GDPR. Two documents
are stored into the document type Customer Communication, which is setup for GDPR
compliant logging and a third document is stored into the document type General
Information, which is not part of the GDPR setup.

§ FileDirector Example | 2
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4 Cabinet: How to: Setup GDPR

State change  Checdk-In Customer Communication
Document Creation Customer Communication
Document Creation General Information

State change Check-In General Information
State change  Check-In

Document

Customer Communication

BEEEEE

Creation Customer Comrmunication

Deleted in FileDirector WinClient

Dokumenten ID: 201908 19-0513-5894-4007-28d6 5005728
Dokumenten ID: 20190819-0513-5894-4007-238d6500f57a8
Dokumenten ID: 201908 19-0513-3656-8857-7b3d0e0e2cad
Dokumenten ID: 201908 19-0513-3656-8857-7b3d0e0e2cad
Dokumenten ID: 20190813-0512-5255-3163-2eff7ac56529
Dokumenten ID: 20190819-0512-5255-3163-2=ff7ac56529

All three documents are deleted, using FileDirector WinClient. They are flagged as Deleted.

4 Cabinet: How to: Setup GDPR

{JQ Document Deletion Customer Communication
{JQ Document Deletion Customer Communication
) Document Deletion General Information

Purge Cabinet

Dokument 20190819-0513-5394-4007-28d6500f5738
Dokument 20190819-0512-5255-3163-2eff7ac56529
Dokument 201908 13-0513-3656-8857-7b3d0e0e2cad

A purge of the cabinet was done, using the setting Deleted documents only.

General
. Here you can permanently delete documents.
(®) Full cabinet

() Selected document types

[ ] Customer Communication
[ ] General Information

w'| Deleted documents only,

Start

The log file lists all three documents as destroyed and provides the specific field values of

the document type Customer Communication.

In this way, it can be proofed that the data of the European customer was destroyed and

exactly, which documents.

{JQ Document Destroy Customer Communication
) Document Destroy General Information
{-'!;,3 Docurment Destroy Customer Communication

= FileDirector
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Customer Mame: European Customer,

Customer Mame: European Customer,
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See also the log details.

GDPR Configuration

Log details

-
X

Details

) Information
Source:
Session ID:
IP-4ddress:
Account:

Created by:

Created on:

Cabinet:
Document type:

Message:

Customer Mame:

Document.DestroyInternal

201908190417223500012cf3cefbo46b

127.0.0.1

desktop-rsg3s62\service.filediredor

desktop-rsg3562
19/08/2019 07:138:49

How to: Setup GDPR

Customer Communication

European Customer, Document Date:

Type of Information: Product Information

FileDirector
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19.08. 2019,

i
i

Close
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GDPR Configuration

Extended Example/Retention Control

In case, users do not have the right Delete, FileDirector Retention Control can be used.

Important:
The applicable legal requirements of retention periods of business relevant data such as

invoices etc. is not being touched by the GDPR.

Document Types

In this extended example, an additional document type is created — Deletion on Customer
Request.

(% http: (localhost FileDirector How to: Setup GOPR.

Structure

Fields Document types Keyword lists

Deletion on Customer Request

5

Click on the New tool after selecting Document Types and the Document Type configuration
window will open.

Settings within General

Display name: Deletion on Customer Reguest
Description:
Storage pool: Default Storage Pool v

§ Fi le D i re cto r Extended Example/Retention Control | 24
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Settings within Fields

In the Fields tab select the required fields to be associated with the Document Type from
the total pool of fields available. Clicking Add will display the list of available index fields for

selection.

Requirements for GDPR-compliant log:
A target document type, used for this purpose must include all GDPR relevant fields, used in
the source document types.

General | Fields | Security | Views

===
ER| Hereyoucanselect and presort the fields for this document type.

M Descript .
ame Eseription Choose items to add =N x |
Marme Description
Customer Mame GOPR relevant

|:| Document Date
[] Type of Information

K Cancel

)
|'|_|

=}

i

Add

§ Fi le D i re cto r Extended Example/Retention Control | 25
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Retention Control

| [ Actions

(:ﬁ http: {localhost FileDirector How to: Setup GOPR.

IE How to: Setup GDPR

Structure

Fields Document types Keyword lists

Storage pools

i

Default Storage Pool

Options

2 &b &

Retention control Business Process OCR
management (BPM)

AutoCapture CoLD

A user moves the respective documents into the intended document type Deletion on

Customer Request.

The rule set in this example, will destroy the document immediately after a document is
transferred into this document type and a run of the retention control scheduler.

§ FileDirector
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Conditions
Document type: Deletion on Customer Reguest W
Field Value
+ -
Rules
Date based on: Last modification date W
External action | Years Maonths Days Start action
0 0 0 -—Mone —
+ -
End action: Destroy LY
Export to:

Apply fiscal year:

Conditions

Document type

The drop-down menu contains all document types in the cabinet. The rules, defined in
section Rules are applied only to the selected document type. In this example, Deletion on

Customer Request.

ELECTRONIC CONTENT MANAGEMENT
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Rules

Date based on

The base date upon which the documents lifetime and the action to be taken after the
documents lifetime has expired must be configured.

Option Description

Last modification date This is the date of the last revision

Retention Period

The Retention Period can be set, applying years, months and days following the selected
Base date, after which the configured retention process will start.

Press the Plus button to add a retention period.

Note:
In this example, documents transferred to the document type Deletion on Customer Request
are destroyed immediately, according to the retention control scheduler interval setup.

Start Action

An action can be configured to be performed on the documents once the retention period
specified has been reached.

Option Description
None None
End Action

The End Action will be applied to the documents once all retention processing periods have
expired.

Option Description

Destroy Deletes all document data held in the storage pool,
and all data from the database.

; Fi le D i re cto r Extended Example/Retention Control | 28
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Scheduler General Settings

There are settings that are applied to all schedulers.

Execute on server

There are special settings for every scheduler. If more than one FileDirector server exists the
licence can be chosen for every scheduler. If any is selected, the first server found with a
valid licence will run the scheduler.

Note:
If several servers are configured, the scheduler can only be started when EnterpriseManager is
connected to a server on which the scheduler should be started.

Enable scheduler

The scheduler must be enabled to be active and ready to start. Status displays actual status
and time when the scheduler was started for the last time. This information can also be seen
in the scheduler list display.

Run on server start

When set, the scheduler will automatically start whenever the FileDirector server service
starts, irrespective of the schedule.

Scheduler interval
The start date shows the initial start date of the scheduler.
The configured start date/time is relevant for each selected day.

On each selected day the scheduler is started at the start time specified. The scheduler is
restarted each time after the interval is elapsed until midnight of the specified day.

Ending a scheduler

Using the End time option the activity of a scheduler can be ended at a certain time. This
way you can pause, for example, a file import so as to start a backup process.

; Fi le D i re cto r Extended Example/Retention Control | 29
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Retention Control

General

(m] n the time given below a retention process will be launched.

Description: |
Execute on server: Any "
Enabled W

Run on server start

Status:
Idle. Last started on 21 August 2019 10:14: 26,

Scheduler interval

Start date/time: Repeat on:
ligjosf201s @ | [03:14]] Monday
— Tuesday
End time: Ul Wednesday
Interval: 00:05 Thursday
Friday
Saturday
Sunday

§ Fi le D i re cto r Extended Example/Retention Control | 30
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Disclaimer

The examples shown in this document are general examples, how to technically enable
GDPR-compliant log entries in FileDirector.

The periods and field information used for these examples do not reflect any applicable legal
requirements for any specific type of documents.

L JFileDirector Disclaimer |31
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